NAMATKHA NO VIHCDOPMALI,VIQHHOVI
BESOMNACHOCTUN AETEM

IIpunoxenue Nel. ITamsiTka 11 o0ydaromuxcest 00 ”HGOPMALMOHHOM 0€301aCHOCTH JeTeH

HEJIb341

1.

Bcem moapsin coobmate cBOr YacTHyH uHMopMamuio (Hacrosime ums, (HaMUITHUIO,
TenedoH, ajipec, HOMep IIKOJIbI, a Takke (oTorpaduu cBoM, CBOEH CeMbU U JIpy3ei);

2. OTKpbIBaTh BIOXKEHHBIE (DAIIbI 3JIEKTPOHHON MTOYTHI, KOTJIa HE 3HACIIb OTIPABHUTEIS

3. I'pyOuts, mpuanpartbcsi, OKa3bIBaTh JaBI€HUE — BECTH CE0sI HEBEXKIIMBO U aTPECCUBHO;

4. He pacnopspkaiics JeHbraMM TBOEH ceMbU 0€3 pa3pelleHMs] CTapuiMx — Beerja
CIpalIuBail pOAUTEIIEH;

5. He Bcrpeuaiics ¢ VHTepHET-3HAKOMBIMH B peajibHOM JKHM3HM - TIOCOBETYHCS CO
B3pOCJIBIM, KOTOPOMY J1OBEPSICILb.

OCTOPOXHO

1. He Bce numyt npasay. Yuraems o cebe HenpaBry B MHTepHeTe — coobmu 06 3TOM
CBOUM POJUTEIISIM UJIM OIIEKYHAaM;

2. IlpurnamaroT nepenuchiBaThcs, UrpaTh, 0OMEHUBATHCS — IPOBEPH, HET JIM [10/IBOXA;

3. Heszakonnoe konupoBanue ¢aitnos B IHTepHETE — BOPOBCTBO;

4. Bcerna pacckasbpiBaii B3pOCIIbIM O Tpo0JieMax B CETH — OHU BCETra MOMOT'YT;

5. Hcnonb3ylh HacTpoilku 0€30HacHOCTH M NPUBATHOCTH, 4YTOOBI HE HOTEPSITh CBOU
AKKayHTBI B COLICETAX U JPYI'HX MOpTasax.

MOXHO

1. VBaxail 1pyrux nojab3oBartee;

2. Tlonb3yeurscs HTEpHET-UCTOYHUKOM — JIeJIail CChUIKY Ha HEro;

3. OTkpbIBall TOIBKO T€ CCHIIKH, B KOTOPBIX YBEPEH,;

4. OOmartbcsi 32 TOMOIIBIO B3POCIBIM — POIUTENHU, OMEKYHbI W aJIMUHUCTpAIUS CaiToOB
BCEr/la IOMOTI'YT;

5. Tpoiinu oOydenue Ha caiite «CeTeBUYOK» U IMOIY4H NAcopT HH(PPOBOro rpakaannHal



IIpunoxenue Ne2. UHpopmManuoHHAA NAMATKA 1JIA 00y4a0uXCs

C KaXXIpIM TOJIOM MOJIOJIC)K B MHTEPHETE CTAHOBHUTHCS OOJIBIIE, a MIKOJIHLHUKH OJHH U3
caMbIX AaKTHUBHBIX IMoJb3oBatesied Pynera. Mexay TeM, MOMHMO OrPOMHOrO KOJMYECTBA
BO3MOXXHOCTEH, HHTEPHET HECEeT M MpoOJieMbl. JTa MaMsATKa JOJDKHA IMOMOYb TeOe 0e30macHo
HaxXOIUThLCI B CETH.

Komnviomepuvie supycoi

KoMmnberoTepHslii  BHpyC — 3TO  Pa3sHOBUJHOCTb  KOMIIBIOTEPHBIX  IIPOrpaMM,
OTJINYUTENBHOH OCOOEHHOCTBIO KOTOPOM SBISIETCS CIIOCOOHOCTh K pa3MHOXEHHI0. B
JIONIOJIHEHUE K 3TOMY, BUPYCHl MOT'YT MOBPEIUTH WJIM IOJHOCTBIO YHUUTOXKUTH BCe (pailyipl U
JaHHBIE, TIOAKOHTPOJIbHBIE MOJIb30BATEN0, OT UMEHH KOTOpOro ObLIa 3amylieHa 3apa’kEHHas
IporpaMma, a TaKXe MOBPEAUTh WM Jla)K€ YHUUYTOXKUTh ONEPALMOHHYIO CHCTEMY CO BCEMU
¢aiinamu B 11e10M. B O0JIBIIMHCTBE ClTy4aeB paclpoCTPaHsIIOTCS BUPYChl Uepe3 UHTEPHET.

MeTo/b! 321U THl OT BPEIOHOCHBIX IPOrpaMM:

1. Hcnonb3yil coBpeMeHHBIE ONEpAllMOHHBIE CUCTEMBI, UMEIOIINE CEPLE3HBIN YPOBEHD
3aILUTHI OT BPEJOHOCHBIX NIPOrpamMMm;

2. TlocrosiHHO ycTaHaBiaMBai mauTH (LIUQPOBBIE 3aIIATKH, KOTOPble aBTOMAaTHYECKU
YCTaHABJIMBAIOTCS C ILI€JIbI0 JIOpaOTKM IpOrpamMMbl) M JIpyrue OOHOBJIEHMs CBOEH
olepaMoHHOM cucTteMbl. CkauMBai UX TOJBKO ¢ O(UIMAIBHOTO caifiTa pa3paboTynKa
OC. Ecnu cymiecTByeT peKuM aBTOMAaTHYECKOr0 OOHOBIICHHUS, BKIFOYH €T0;

3. PaOoTaif Ha cBOEM KOMIIbIOTEpE 101 IPaBaMM IOJIb30BATENs, @ HE aJIMUHUCTPATOPA.
OTO0 HE NO3BOJIUT OOJIBUIMHCTBY BPEJOHOCHBIX MPOrpaMM HHCTAUIMPOBAThCA Ha
TBOEM I1EPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonp3yil aHTUBUPYCHBIE IPOI'PAMMHBIE TPOAYKTBI U3BECTHBIX NPOU3BOAUTENEH, C
aBTOMaTU4YECKHM OOHOBIICHHEM 0a3;

5. Orpanunub GU3NYECKUIl TOCTYI K KOMIIBIOTEPY JJI1 HOCTOPOHHUX JIMIL;

6. Hcnonp3yit BHENIHHE HOCUTENN UH(OpMauy, Takue Kak Quielka, 11cK uin (aii us
UHTEpPHETA, TOJIBKO U3 MPO(EPEHHBIX UCTOUHHUKOB;

7. He oTkpbIBail KOMIIBbIOTEpHBIE (aliyIbl, MOTYYEHHBIE U3 HEHAIE&KHBIX HMCTOYHUKOB.
Haxe Te aiiipl, KOTOpble HpHCHIan TBOW 3HAKOMbIN. Jlydmie yTodyHu y Hero,
OTIPABJISJI JIU OH TEOE UX.

Cemu WI-FI

Wi-Fi - 310 He BUJ nepeaauu TaHHBIX, HE TEXHOJIOTHs, & BCETrO JIMIIb OpeH 1, mapka. Eie
B 1991 rony Huzaepnanackas kommanus 3apeructpuponana Openn « WECA», uro obo3Havaiio
cioBocouetanue « Wireless Fidelity», koTopblil nepeBoanuTcs Kak «OecnpoBogHas TOUHOCThY.

Jlo Hamiero BpeMeHM Jouula Jpyras aOOpeBuaTypa, KoTopas SsBJSEeTCS TaKoil ke
TexHosoruei. Ito abopeBuarypa « Wi-Fi». Takoe Ha3BaHHe ObLIIO 1aHO C HAMEKOM Ha CTaHIApT
BbICIIMI 3ByKOBOW TexHUKHU Hi-Fi, 4To B mepeBojie 03HayaeT «BbICOKAsI TOUHOCTbY.

Jla, GecrimaTHBI MHTEPHET-IOCTYH B Kade, OTeIsIX U a’3poroprax sBISETCS OTIUYHOMN
BO3MOXKHOCTBIO BbIXOJ]a B MHTepHET. Ho MHOTHe sKcnepThl CUUTAIOT, YTO o0menocTynHbie Wi-

Fi ceru He saBisrOTCS 0€30IAaCHBIMU.

CoBeTbl 10 Oe30macHOCTH paboTe B 001Ie10CTYHBIX ceTsaXx Wi-fi:
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He mepenaBaii cBoro MuYHYK HHpOpManuio 4epe3 obmienoctymabie Wi-Fi ceru.
PaboTast B HHX, JXKenaTelbHO HE BBOAWTH MApOJM AOCTYIA, JIOTHHBI M KaKUE-TO
HOMEpa;

Hcnonb3yit 1 0OHOBISIM aHTUBHPYCHBIE NPOrpaMMbl U OpaHaMayep. TeM caMbIM Thl
obe3omacuib cedsi OT 3aKaYKH BUpyca Ha TBOE YCTPOMICTBO;

IIpu wucnonszoBanuu Wi-Fi otkmoun ¢yakumuo «OOmmii goctyn kK daitmam u
npuHTepam». JlaHHas (QyHKOMS 3aKpbITa IO YMOJYaHHIO, OIHAKO HEKOTOpbIE
MOJIb30BATENN aKTUBUPYIOT €€ 1Jis y100CTBa UCIOIB30BaHus B paboTe mim yueoe;

He ucnons3yit nyommunsiit WI-FI nns nmepenaum AMYHBIX JaHHBIX, HAIpUMEp IS
BBIXO/Ia B COLMABHBIC CETH WJIM B JJICKTPOHHYIO ITOYTY;

Nnone3yil Tonpko 3ammineHHoe coennHenue depes HTTPS, a e HTTP, T.e. npu
Habope BeO-anpeca BBoaU HMEHHO «https://»;

B moOwisHOM Tenedpone ortkiaoun  Qynkuuoo «[logxmouyenne k  Wi-Fi
aBTOMaTu4eckm». He momyckait aBTOMaTHYECKOT0 TTOKITIOUCHHS YCTPOWCTBA K CETAM
Wi-Fi 6e3 TBoero coryacusi.

COZ{Lla]leble cemu

CouuanpHble CETH aKTUBHO BXOJAT B Hallly JKHW3Hb, MHOTHE JIIOAU pabOTaIOT U JKUBYT
TaM HOCTOSIHHO, a B Facebook y)xe 3aperucrpupoBaH MUJUIHAPA YEJIOBEK, YTO SIBJISETCS OJHOU
CeIpMOI BCEX XHUTeJeH MiaHeTbl. MHOrume Imojib30BaTeNM HE MOHMMAIOT, YTO HH(pOpMaIus,
pasMelleHHas UMU B COLMAIBHBIX CETSAX, MOXKET ObITh HalifieHa U HCIOJIb30BAHA KEM YI'OJHO, B
TOM 4HCJIE HE 0043aTEIbHO ¢ OJIarMMU HAMEPEHUSAMH.

OCHOBHEBI€ COBETHI 110 0€30I1aACHOCTH B COIMAJIBHBIX CCTAX:

1.

2.

OrpaHuub CHUCOK Jpy3eld. Y Te0sS B JPY3bsAX HE JTOJDKHO OBITh CIy4aWHBIX H
HE3HAKOMBIX IO,

3ammmiaii CBOIO YacTHYIO >KWM3Hb. He ykaswiBaii mapomnu, TenedoHbl, aapeca, IaTy
TBOETO POXKJIEHUS U JPYI'yl0 JHYHYIO HHGOpMAIUIO. 3JO0YMBIIUIEHHUKHA MOTYT
UCIOJb30BaTh Jake MHGOPMAIUIO O TOM, KaK Thl U TBOM POAMUTENH IJIAHUPYETE
NPOBECTU KAHUKYJIBL;

3ammiiaid CBO0 penyTaiuio - Iep)Ku ee B YUCTOTE U 3a/1aBail cede BOIpoc: XOTeln Obl
ThI, UTOOBI JIpyTHe MOJIb30BATENIM BUACIH, YTO Thl 3arpyxaeus? [logymait, npexae
YeM UTO-TO ONyOJMKOBATh, HAMKCATh U 3arPy3UTh;

Ecnu Tbl rOBOpHUILE C JIOAbMHU, KOTOPBIX HE 3HAELIb, HE HUCIIOJb3YH CBOE PEasibHOE
UMS M JPYrylo JIMYHYI0O WH(QOpPMALMU: UMS, MECTO JKUTEIbCTBA, MECTO y4yeObl W
npoyee;

N30eraii pazmemenus gpororpaguiit B MaTepHere, rae Tol U300pa’keH Ha MECTHOCTH,
10 KOTOPOH MOKHO OIIPENEUTh TBOE MECTOIMOI0KECHHUE;

[Ipu perucrpanuu B cOUUaIbHONW CETH HEOOXOIUMO HCIIONb30BATh CIIOKHBIE I1apOJIH,
cocrosiue u3 OykB 1 HUGP U ¢ KOJTUMYECTBOM 3HAKOB HE MeHee &;

s counanbHON CeTH, OYTHl U IPYTUX CAUTOB HEOOXOJMMO HCIIONb30BAaTh Pa3HbIe
naposu. Torna ecnu Te0si B3IOMAIOT, TO 3J0YMBIIUIEHHUKH TOMYy4YaT JOCTYI TOJIBKO
K OZTHOMY MECTY, & HE BO BCE Cpasy.

Onekmponnvle denveu

DNeKTpOHHBIC JEHBI'M — 3TO OYE€Hb YJOOHBIA CHOCO0 MiaTexel, OJHAKO CYIIECTBYIOT
MOULIEHHUKHU, KOTOPBIE XOTAT MOJYYUTh 3TU AEHBIU.

SHGKTpOHHBIe JCHBI'N IMOABUIIMCH COBCEM HCAABHO M MMCHHO H3-3a 3TOI'O BO MHOI'UX
rocyaapCcTtBax 10 CUX IMOP HC IIPOIHUCAHO PO HUX B 3aKOHAX.
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B Poccun xe oHM (YHKIMOHHUPYIOT W O HHUX YK€ IPOINMCAHO B 3aKOHE, IJe HX
pa3IensloT Ha HECKOJIbKO BHMJIOB — AHOHHMMHBIE M HE aHOHMMHBbIC. PasHuma B TOM, 4TO
AHOHHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcsl MPOBOJIUTH ornepanuu 0e3 HAeHTU(PUKALUU
M0JIb30BATENA, @ B HEAHOHUMHBIX UIEHTH()UKALNY TT0JIb30BaTENs ABIIETCS 00513aTEIbHOM.

Taxke ciexyer pa3nuuaTh 3JIEKTPOHHbBIE (MATHBIC JEHBIU (PaBHBI IOCYIAPCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHbIE He(praTHbIE IEHbI' (HE paBHBI TOCY/IapPCTBEHHBIM BaJIOTaM).

OcHOBHBIE COBETHI 110 0e30macHoi paboTe ¢ 3JIEKTPOHHBIMH JIEHbIAMHU:

1. TlpuBsbku K cueTy MOOUIBHBIA TenegoH. DTO caMblii yIOOHBINH M OBICTPBINA CIOCO0
BOCCTaHOBUTH JOCTYN K cuery. [IpuBsi3aHHbIA TenedoH momoxer, eciu 3a0yaenib
CBOM ITATEXKHBIN I1apOJb WIN 3aliI€Ib HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Hcnons3yit onHopazoBsle maposu. ITocne mepexoma Ha YCHIJIEHHYIO aBTOPH3ALMIO
Tebe yxxe He OyJ1eT yrpoxkaTb OaCHOCTh KPaXku UJIM IepexBaTta IIaTeKHOI0 apoJis;

3. Boibepu cnoxublil napons. IlpectynmHukam OyneT He NMpPOCTO yrajiaTbh CIIOMKHBIN
napois. Hagexxssle maponu — 3T0 napoii, KOTOPbIE COAECPKAT HE MEHee 8 3HAKOB U
BKJIIOYAIOT B €€0sl CTPOUHBIE U MPONUCHBIE OYKBbI, LU(PPbI U HECKOJIBKO CHUMBOJIOB,
TaKWe KaK 3HaK Jojuiapa, GyHTa, BOCKIMIATEeNIbHBIN 3HaK u T.11. Hampumep, $tROng!;;

4. He BBOIM CBOM JIMUHBIE JaHHBIE HA caliTaX, KOTOPBIM HE JOBEPSCIIb.

3/Z€Kmp0HHCl}Z nodyma

DJeKTpOHHAs IMOYTa — JTO TEXHOJOTHS U MPEIOCTABIIIEMbIE €I YCIIYTH 110 TIEPECHUIKE U
MIOJTyYEHHUIO DJIGKTPOHHBIX COOOIICHUH, KOTOPBIE PACHPEICISIOTCS B KOMITBIOTEPHOH CETH.
OOBIYHO  JJCKTPOHHBIM  TMOYTOBBIA  SIIMK  BBINISIAMT — CICAYIOIMM  00pa3oM:
UMs_TIONB30BaTeNI(@UMS_JoMeHa. Takke KpoMe Tepedadyd IMPOCTOro TeKCTa, HMeEeTCs
BO3MOKHOCTH IepeaBaTh (hauibl.

OcHOBHBIE COBETHI IO 0€30MaCHOI PadoTe C AIEKTPOHHOU MTOYTOM:

1. Hano BrIOpaTh npaBUIIBHBIN MOYTOBBINA cepBUC. B MHTEpHETE €cTh OrPOMHBIN BHIOOD
OecIIaTHBIX OYTOBBIX CEPBUCOB, OJJHAKO JIyUlll€ T0BEPATh TEM, KOrO 3HA€Ulb U KTO
IIEPBBIN B pEUTUHTE;

2. He yka3pBail B TMUHON MouTe JUYHYIO MH(popmanuio. Hampumep, maydimie BHIOpaTh
«My3bIKaJIbHBIN _(haHaT@» umn «pok2013» BmecTo «temal3»;

3. Hcnonb3yi IByX3TamHyO aBTOPHU3AIMIO. JTO KOTAa TOMUMO MapoJisi HY>)KHO BBOAMUTH
KOJI, MpHUChLIaeMbIil o SMS;

4. BpiOepu cnoxHbli naponb. 1 KaXaoro MOYTOBOIO SIIUKA JODKEH OBITH CBOM
HAJISKHBIN, YCTONYUBBIN K B3JIOMY [1aPOJib;

5. Ecmu ectp BO3MOXXHOCTH HammcaTh CaMOMY CBOM JIMYHBIM BOMPOC, UCHONB3YH 3Ty
BO3MO>XHOCTb;

6. Hcnonp3yli HECKOJBKO IOYTOBBIX SIIMKOB. [IepBBIM NI Y4acTHOW MEpPENUCKu ¢
ajpecataMy, KOTOpPbIM Thl JOBEpsA€lIb. OJTO J3JIEKTPOHHBIM ajpec HE Halo
UCIOJIb30BaTh IIPU PErUCTpaluy Ha (hopymax u cailTax;

7. He otkpeiBail aiinel U Ipyrue BIOKEHUS B MHCbMaxX Ja)ke€ €CIM OHU MPHUIILIN OT
TBOMX Jipy3eil. Jlydie yTouHu y HUX, OTIIPABIISIIN I OHU Tebe 3Th (aitibr,

8. Ilocne okoHYaHusi pabOTBI Ha IOYTOBOM CEPBUCE IEpel 3aKPbITHEM BKIAJKU C
caiiToMm He 3a0y/b HaXaTh Ha «BBIATHY.
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Kubepbynnune unu supmyanvroe uzdesamenbcmeo

KubepObymmar — mpeciaenoBaHuEe COOOIICHUSAMH, COACPKAIIMMH OCKOPOJICHUS,
arpeccuro, 3anyruBaHue; XyJIUTaHCTBO; COIMAIbHOE OOMKOTHPOBAHHUE C MOMOIIBIO Pa3JIMYHBIX
WHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 110 00pbOe ¢ KNOEepOyIIMHTIOM:

1. He 6pocaiicsa B 6oii. Jlyummii coco6: mocoBeToBaThcs Kak ceOsl BECTU U, €ClIM HeT

TOr0, K KOMy MOXHO OOpaTHTHbCsS, TO BHaudaje YCMOKOWThCA. Ecmu Thl HauyHelb

OTBEYATh OCKOPOJICHUSAMH Ha OCKOPOJIEHHUS, TO TOJNBKO eIe OOJbIle pa3oiOKellb

KOH(IHKT;

VYnpasisii cBoel kubeppenyranuei;

3. AHoHUMHOCTH B ceTd MHUMas. CyIIecTBYIOT CHOCOOBI BBISICHUTH, KTO CTOHMT 3a
AHOHHMMHBIM aKKayHTOM;

4. He cTouT BecTu XyJUraHCKHI 00pa3 BUPTyaslbHOU *U3HU. VIHTepHET QUKCUpyeT Bce

TBOM JICHCTBUS U COXpaHSIeT UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyJHUTENbHO;

CoOmronail cBO BUPTYaJIbHYIO YECTh CMOJIOAY;

Urnopupyit enunuuHbli HeratuB. OAHOPa30BblE€ OCKOPOUTENbHBIE COOOLIECHUS

Jdyd1e UrHOpUpoBaTh. OOBIYHO arpeccus MpekpalaeTcs Ha Ha4yaJlbHOM CTaluy;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMU COOOILEHUSIMHU, B COLIMATIBHBIX
CeTAX €CTb BO3MOJKHOCTb OJIOKMPOBKM OTHPABKU COOOLIEHUH C ONpeAeNeHHbIX
a/lpecoB;

8. Eciu Tb1 cBugerens kubepOyniauuHra. TBou JecTBUS: BBICTYNUTh IPOTHB
npecienoBaTens, I[O0Ka3aTb €My, 4YTO €ro JAeWCTBHUsS OLIEHUBAIOTCS HEraTHUBHO,
HOJJIEepXKaTh JKEPTBY, KOTOPOH HY)KHA IICHXOJOrMYEecKash IOMOIIb, COOOIINThH
B3pOCJIBIM O (paKTe arpecCUBHOIO IIOBEJCHUS B CETH.

N

o o

Mobunvbhwiti meneghon

CoBpemenHble cMapTGOHBI M TUIAHIIETHI COJIEpPXaT B ce0€ BIOJHE B3POCIBIM
(GyHKIMOHAT, W TEmeph OHM MOTYT KOHKYPHPOBATh CO CTaI[MOHAPHBIMH KOMIIBIOTEPAMHU.
OnHako, cpelncTB 3alUTH IS TOJOOHBIX YCTPOMCTB MOKa O4€Hb Masio. TecTHpOBaHKE U TIOUCK
YS3BUMOCTEN B HUX NPOUCXOAUT HE TaK MHTEHCHUBHO, Kak 1 IIK, To ke camoe kacaercs u
MOOMJTBHBIX MPUIIOKCHUH.

CoBpeMeHHbIe MOOUITbHBIE Opay3ephl y:Ke MPaKTHUYECKU JOTHAINM HACTOJbHBIE aHAJIOTH,
OJIHAKO paciiMpeHue (QyHKIMOHANa BIEYET 3a COO0ON OONBIIYI0 CJOXHOCTH W MEHBIIYIO
3alUIIEHHOCTb.

HaJ'ICKO HC BCC IIPOU3BOAUTCIIM BBIITYCKAKOT 06HOBHCHI/I${, 3aKpPbIBAIOIHUEC KPUTHYCCKUC
YA3BUMOCTHU OJIs1 CBOUX yCTpOﬁCTB.

OcCHOBHBIE COBETHI /11 0€3011aCHOCTH MOOUIILHOTO Tene(oHa:

1. Hwudero He sBISIETCS MO-HACTOAIIEMY OecHjaTHBIM. Bynb OCTOpPOXKEH, Benb KOrna
Tebe mpenararoT OeCIUIaTHBII KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKHE-TO
TUTATHBIE YCITYTH;

2. Jlymaii, mpexxnae ueM otnpaBuTh SMS, ¢hoto wiu Buaeo. Thl TOYHO 3HAEHIB, T/Ie OHU
OyAyT B KOHEUHOM UTOTE?

3. Heobxomnmo 0OHOBIATH OMEPAIMOHHYIO CUCTEMY TBOETO cMapT(hoHa;

4. Hcnosp3yii aHTUBUPYCHBIC TPOrPAMMBI JIJIT MOOMJIBHBIX TEIC(HOHOB;
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5. He 3arpyxaii nproxeHust 0T HEM3BECTHOTO HCTOUHUKA, BE/Ib OHU MOT'YT COAEP)KaTh
BPEJOHOCHOE ITPOrPaMMHOE 00€ECIIeYEHHUE;

6. Ilocie Toro kaxk Thl BBIACLIL C caiiTa, I/ie BBOAWI JUYHYIO0 MH(OpMAIUIO, 3aii 1 B

HacTpoiiku Opay3epa u yaanu cookies;

[lepuoauuecky MpoBepsiii Kakue MiIaTHbIE YCIyTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. Jlamaii cBOif HOMEp MOOMJIBHOrO Teljie(hoHA TOJBKO JIFOJISIM, KOTOPBIX Thl 3HACIIb W
KOMY J0BEpsielb;

9. Bluetooth nomken ObITh BBIKIIOYEH, KOTJa Thl UM He MoJib3yelibcs. He 3a0bIBaii
MHOT/Ia TPOBEPSTH 3TO.

~

Online ueput

COBpCMeHHHe OHHaﬁH-HFpBI — OTO KpaCOYHBIC, 3aXBAaTbIBAIOIINWC PpPa3BJICUCHHA,
O6L€)II/IH$IIOHII/IC COTHHU TBICAY YCJIOBCK IO BCEMY MUDY. I/IFpOKI/I HUCCICAYIOT JAHHBIM UM MHp,
O6H_IaI-OTC$I Apyr € ApyroM, BBIIOJIHAKOT 3aAaHUA, CPpaAXKAKOTCA ¢ MOHCTPAaMH U ITIOJY4alOT OIIBIT.
3a YAOBOJIbCTBHUEC OHH IIJATAT: IMOKYIIAOT AWUCK, OIIJIAYMBAKOT abOHEMEHT WU an/Io6peTa}0T
KaKueC-TO OIIIHH.

Bce stm cpencrtBa mayT Ha MOANEpKAHWE W PA3BUTHE WUTPHL, a TaKXKE Ha camy
0e30I1acCHOCTh: COBEPUICHCTBYIOTCS CHCTEMBI aBTOPU3ALIMM, BBIMYCKAIOTCS HOBBIE MATYH
(urdpoBsbIe 3aMIATKH JIJIS IPOTPaMM), 3aKPHIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[O6HBIX urpax CTOUT oOIllacaTbCid HE CTOJIBKO CBOUX COIECPHUKOB, CKOJIBKO KpaXu
TBOCTO IapOJIsl, HA KOTOPOM OCHOBAHA CUCTEMA aBTOpU3allUN OOJILIIMHCTBA urp.

OCHOBHBIE COBETHI 0 0€30MMACHOCTH TBOET0 UTPOBOI'0 AKKAYHTA!

1. Ecmum npyroit urpok BeAeT ceOs II0X0 UM co3qaeT Te0e HENPUITHOCTH, 3a0JIOKH Py
€ro B CIIMCKE UTPOKOB;

[loxkamyiics aaMUHHCTpaTOpaM WIpbl Ha IUIOXO€ IOBEIEHHME 3TOr0 UIPOKa,
JKEJNaTeNbHO MPUIOKHUTh KaKHe-TO JOKA3aTeNIbCTBA B BUJE CKPUHOB;

He yka3biBaii muuHyto nHGopMaIuio B mpodaiiie urpsl;

VYBaxail Ipyrux y4aCTHHKOB I10 UIPE;

He ycranaBnuBaii HeopuIMaabHbIE MATYU U MOJIBI;

Hcnonb3yii Cl0KHBIE U Pa3HbIE IAPOJIH;

Jaxe BO BpeMs WUIPbl HE CTOMT OTKIKOYaTb aHTUBHUpYC. Iloka Tl urpaeus, TBOMI
KOMIIBIOTEP MOI'YT 3aPa3uTh.

N

Nouokow

Duwune unu Kpaosica JTU4YHbLX OAHHbBIX

OObIYHON Kpake JeHer W JOKYMEHTOB CErofjHs YK€ HUKOro He yauBufiib, HO ¢
pa3sBUTUEM MHTEPHET-TEXHOJIOIMH 3JIOYMBIIUIEHHUKM [EPEMECTHINCh B HHTEPHET, W
HPOJODKAIOT 3aHUMATBCS «ITFOOUMBIM» JIEJIOM.

Tak nosiBuiach HOBas yrpo3a: MHTEPHET-MOLIEHHUYECTBA WU (UIIMHT, IJIaBHas LEb
KOTOpPOI'0 COCTOUT B IOJYYEHHUU KOH(UICHIMATBHBIX JAAHHBIX I0Jb30BaTeNel — JIOTMHOB U
naposei. Ha anrnuiickom si3bike phishing untaercs kak guumnr (ot fishing — pbiGHas noBs,
password — mapoiib).

OCHOBHBIE COBETHI 110 00pbOE C PUITHHTOM:

1. Cnmenm 3a CBOMM aKKayHTOM. Ecimm ThlI momo3peBaelib, YTO TBOS aHKETa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHMpPOBATh €€ W COOONIUTh aIMHHHCTPATOpam
pecypca 00 3TOM Kak MOXHO CKOpee;
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2. HUcnonp3yit Oe3omacHble BeO-caliTbl, B TOM 4YMCIE, HMHTEPHET-MAara3uHoB H
IIOMCKOBBIX CHCTEM;

3. Hcnonb3yii cioxxHble U pasHble napoiu. Takum oOpa3om, eciu Tedsi B3JIOMAlOT, TO
3JI0YMBIIIJIEHHUKH TOJy4YaT JOCTYII TOJIBKO K OJIHOMY TBOEMY NPOHIIIO B CETH, a HE
KO BCEM;

4. Eciu T1e0s B3JOMaaM, TO HEOOXOAMMO TMPEIyNpeauTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE 100aBJIEHbl y T€OS B APY3bsIX, O TOM, YTO T€OS B3JIOMAIHU U, BO3MOXKHO, OT
TBOETO UMEHU OYJeT pacchlIaThCs CllaM M CChUIKHM Ha (PUIIMHTOBbIE CalThI;

5. YcranoBu HajexHbI maposs (PIN) Ha MOOMIIBHBIN TenedoH;

OTkimoun coxpaHeHue napoJs B Opaysepe;

7. He otkpeiBaii ¢ailel U Jpyrue BIOKEHHS B NMHUChbMaXxX Ja)ke €CIM OHHM IMPUIUIA OT
TBOUX Jpy3eil. JIydie yTouHN y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (aitiib.

IS

Hudgposas penymayus

IMudposas penyranus - 3TO HeraTUBHAsl WJIM MO3UTUBHAs MHGOpPMaLUs B CETH O Teoe.
Komnpomerupyromas nHopmanusi pa3MelieHHass B UHTEPHETE MOXET CEpPbe3HbIM 00pa3oM
OTpa3uTbCs Ha TBOEH peasbHOM xku3HU. «L{udpoBas penyranus» - 3T0 TBOH UMUK, KOTOPBIH
(bopmupyercs U3 MHGopMalu o Te0e B MHTEPHETE.

TBoe mecTo KHUTCJILCTBA, yqe61>1, TBOC Q)HHaHCOBOG ITOJIOKCHHUC, 0COOEHHOCTH XapaKTepa
" pacCKa3bl O OJIM3KHUX — BCE 3TO HAKAILJIMBAETCS B CETH.

MHorue moApoCTKH JIETKOMBICICHHO OTHOCSTCS K MyOJMKAIMU JTMYHOW WH(OpManuu B
WuTepHere, HE TOHMMAsi BO3MOXHBIX IMOCIEACTBHMA. ThI Jake HE CMOXKEIIb JIOralaThCsl O TOM,
yT0 (hoTorpadus, pazMelieHHas 5 JIeT Ha3a, cTaja MPUYUHON OTKa3a MPHHSATH TEOS Ha padoTy.

KommenTapuu, pasmermieHne TBoux Qororpaduii u Jpyrue JeHCTBUS MOTYT He
HCYE3HYTh JaXKe IOCJIe TOro, Kak Thl WX YJalIulb. Thl HE 3HAaellb, KTO COXpaHWI 3Ty
nH(popMaIMIO, ToMajia JU OHA B IMOUCKOBBIE CUCTEMBI M COXPAaHUJIACh JIM OHA, a TJIABHOE: 4TO
MOJyMaloT 0 Tebe OKpysKarolllee JIIOJU, KOTOpble HailayT u yBUIsAT 3To. Haiitu mHdopmarimio
MHOTO JIET CITyCTS CMOXET 000 — Kak M3 J0OpBIX MOOYXIEHHH, TaK U C HaMEpEHHEM
MPUYUHUTB Bpel. DTO MOXKET ObITh KTO YT OJIHO.

OCHOBHBIE COBETHI 10 3aIIUTe HU(POBOI peryTaluu:

1. Tlomymaii, mpexe 4eM 4YTO-TO NMyOJIMKOBaTh W TepenaBath y ceOsi B OJOre MM B
COIIMAJILHOM CETH;

2. B Hacrpoiikax npoduiis yCTAHOBU OTPAaHHYEHUS HA IPOCMOTP TBOETO MPO(UIISL U ero
COEPIKUMOT0, CACNAl €T TOJIBKO «IIIS APY3eii»;

3. He pa3memait u He yka3biBail HH(OOPMAIHIO, KOTOPAst MOXKET KOro-JIM00 OCKOPOIISATh
WM OOVIKATh.

Aemopckoe npaso

CoBpeMeHHbIE IIKOJIbHUKW— AaKTUBHbIE I10Jb30BaTEIM LU(POBOro MpPOCTpaHCTBA.
OpaHako Janeko He BCE 3HAIOT, YTO IMOJIb30BAHWE MHOTMMHU BO3MOXKHOCTSAMU LIH(POBOro Mupa
TpedyeT coOMo1eH s ITpaB Ha MHTEIIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH «HMHTEIUIEKTYyaldbHAasE COOCTBEHHOCTH» OTHOCHTCS K Pa3lUYHBIM TBOPECHHSIM
YeI0BeYeCKOro yMa, HauuHasi ¢ HOBBIX MU300peTEeHUI U 3HAKOB, 0003HAYAIOLMX COOCTBEHHOCTh
Ha TPOAYKTHI M YCIYyrd , W 3aKaHYMBas KHUTamH, ¢GoTorpadusMu, KUHODUIBMaAMHU U
MY3bIKQJIbHBIMH TTPOU3BEICHUSIMHU.
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ABTOpCKHE MpaBa — 3TO MPaBa Ha MHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BEIECHUS
HayKH, JIUTEPATYPhl U UCKYCCTBA. ABTOPCKHE IIPaBa BBICTYNAKT B KAYE€CTBE FapaHTUU TOr0, YTO
MHTEJUIEKTyaJIbHBINA/TBOPYECKUN TPy aBTOpa HEe OyleT HampacHbIM, JAacT €My CIpaBeJIMBbIE
BO3MOXHOCTH 3apaboTaTh Ha pe3yJibTaTaX CBOEro TpyAa, MOJIYyYUTh U3BECTHOCTh U MPHU3HAHUE.
Hukro 6e3 pa3perieHust aBTopa HE MOXKET BOCIPOU3BOAUTH €T'0 POU3BEACHHE, PACIIPOCTPAHATD,
nyOJIMYHO J€MOHCTPUPOBATh, MpOAaBaTh, HMIIOPTUPOBATh, IMYCKAaTh B IPOKAT, MyOIMYHO
UCIOJHSATH, TOKa3bIBATh/UCIOJHATE B 3(Hpe WK pa3meliats B lHTepHeTe.

Hcnonp3oBaHue «ImMpaTCKOro» MPOrpaMMHOr0 00ecrnedeHnss MOXKeT MPUBECTH K MHOTUM
pUCKaM: OT IMOTEpH AAHHBIX K TBOMM aKKayHTaM [0 OJOKMPOBKHM TBOErO YCTPOWMCTBa, I/
YCTAHOBJIEHHBII He JeranbHass nporpamma. He crouT Taxke 3a0bIBaTh, YTO CYIIECTBYET
JeTajgbHbIE U O€CIUIaTHBIE IPOTrPaMMBbl, KOTOPBIE MOYKHO HAalUTH B CETH.

O nopmaze

CereBuuoKk.p) — TBOW TIJIaBHBIM COBETYMK B CETU. 37€Ch Thl MOXEHIb Y3HATh O
0€30MacHOCTH B CETH MOHSATHBIM U JOCTYIHBIM SI3bIKOM, @ TP BO3HMKHOBEHHH KPUTHYECKOU
CUTyallil OOPAaTHTHCS 32 COBETOM. A TaKkKe MPUHATH Yy4acTHE B KOHKYpCax M CTaTh CaMbIM
U(GPOBBIM I'paKTAHUHOM!
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